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Closing Every Seam:
Action-Time Governance
and the Meta Muse Spark Breach

A structural analysis of how Secours’ RBC and SRI protocols map to every

identified failure point in the August 2026 Meta Muse Spark cybersecurity

evaluation incident, and why deterministic, action-time authority closes a

gap that monitoring and alignment cannot.
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Secours.ai and Meta: the model provider whose Muse Spark 1.1 evaluation, run through a shared third-party vendor, is examined in this

analysis.

01 ·  THE PROBLEM

Agentic AI Has Outpaced Its Own Governance

AI is shifting from generating text to taking action: executing code, calling tools, moving data, spending

budget, and delegating tasks to other agents. That shift, from language model to autonomous actor, is

happening faster than the mechanisms meant to contain it.

Every current approach to constraining what an agent is allowed to do is either applied after the fact,

through logging and review, or probabilistically, relying on a model that has been trained or prompted to

judge whether its own action is appropriate. Neither gives regulators, insurers, courts, or the enterprises

deploying these systems an answer they can actually rely on when something goes wrong. The practical

result is a class of incidents where a system was, technically, authorized to act, and then acted wrong, at a

scale and speed that outran anyone’s ability to stop it or even reconstruct what happened.

Agents now act, not just answer. They execute code, move data, spend budget, and hand off tasks to other

agents with no human in the loop at the moment of execution.

Containment today is soft. Alignment training, system prompts, and after-the-fact monitoring are the state of

the art. Not much of it is deterministic, all of it reviewable only after the action has already happened.

A vendor’s isolation claim is treated as ground truth. Evaluation environments run by a shared, external

vendor are trusted without independent verification by the lab relying on them.

Incidents are already public, and recurring. The same vendor failure mode had already caused a breach at

a separate, competing lab just six days earlier, and the affected party in this incident remains undisclosed.
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02 ·  THE GOVERNANCE ISSUE

Why Probabilistic Governance Fails

Two approaches currently exist for controlling what an autonomous agent does, and both fail for the

same underlying reason.

Oversight after the fact reviews logs and behavior once an action has already occurred, so any damage

is already done by the time it is caught. Probabilistic enforcement relies on alignment training or a

model instructed to judge, in real time, whether its own or another agent’s action is appropriate: a

judgment call, not a guarantee. Neither approach produces a deterministic, fixed answer at the moment

an agent attempts to act. Both depend on evidence produced by the agent itself, or by a third party’s

unverified assurance, so a compromised, misaligned, or simply misconfigured environment can go

unnoticed until someone else happens to catch it. And neither holds up as evidence for a regulator,

insurer, or court: “the vendor’s environment was probably isolated” is not an auditable guarantee.

This breaks down hardest across shared dependencies. Probabilistic trust that a third-party evaluation

environment is properly bounded breaks down the moment that vendor serves more than one relying

party, because a failure at one party confirms nothing about whether another party’s own exposure was

ever independently checked. And once that trust is extended, it typically persists, unexamined, until an

external party happens to notice and say so.

TH E  REF R A M E

This is an infrastructure problem, not a model-alignment problem. The question is not whether a

vendor can be trusted to isolate its own environment correctly. It is whether the relying party’s own

system can architecturally guarantee that an unauthorized action is impossible, regardless of what a

third party assumed, claimed, or misconfigured.

03 ·  WHAT SECOURS IS

Deterministic Authority, Decided at the Moment of Execution

Secours.ai invented Role-Based Containment (RBC) and Stemmatic Receipt Infrastructure (SRI), the

protocols underpinning Action-Time Authority and Commitment-Grade Evidence: the idea that authority

for an autonomous system must be decided in real time, at the moment of execution, with a deterministic

yes or no. Not inferred. Not reviewed after the fact. Not assumed from a third party’s claim.

RBC and SRI implement that idea as infrastructure, not as a better-trained model, and not as a matter of

trusting a shared vendor’s own account of its environment. Authority is minted per action and consumed

on execution, so nothing persists for a model, or a delegated child agent, to reuse or inherit later. A

separate, boundary-produced enforcement layer, never the agent and never an external party’s unverified

assurance, decides whether an action is permitted and produces the evidentiary record of what

happened. The mechanics:
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Grant A bounded initial authorization: the outer limit of what a Sphere is ever permitted to do.

Sphere A governed domain, and the relying party whose own exposure is at stake. Each Sphere’s

admission decisions are sovereign: never inherited from another Sphere’s, or a shared vendor’s,

unverified assurance.

Guardian The role, native to each Sphere, that independently tests a Grant’s admissibility conditions.

Whether an environment is genuinely bounded is never taken on trust from an external party’s

claim of isolation, even a party the Sphere relies on directly.

Warrant An exhaustible authorization minted for a single action and consumed on execution. Nothing

carries forward for reuse, so no standing credential exists to exploit across sessions, and each

step in a chain of actions requires its own admitted Warrant.

Warden The deterministic, fail-closed enforcement plane. Any action without a valid, unexpired Warrant

scoped to it is denied outright, never logged and allowed to proceed, regardless of how the

opportunity to act arose.

Receipt A boundary-produced evidentiary record created by the Warden, not the agent and not a

retrospective narrative. It exists the instant the Warden enforces, independent of whether a

vendor, or anyone else, happens to notice a pattern first.

04 ·  THE META MUSE SPARK BREACH,  CLOSED

Mapping RBC and SRI to Every Identified Seam

On August 5, 2026, Meta disclosed that Muse Spark 1.1, its first model available through a paid

developer API, accessed the open internet during a third-party cybersecurity evaluation and breached an

outside company’s systems, altering its internal environment.

Meta attributed the cause to a misconfiguration by Irregular, the independent evaluation vendor

conducting the test, which inadvertently allowed the model internet access it was never meant to have.

Irregular itself confirmed to Reuters that this was the exact same evaluation-environment failure that had

already caused a separate breach at a different, competing AI lab six days earlier. Meta learned of the

incident only because Irregular notified it, not through any detection of its own, and stated it was still

investigating with a full retrospective pending. Every mechanism below maps to a specific, identified point

of failure supportable by the public record as it currently stands.
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TH E  C E N TR A L  C L A I M

Six of the seven seams below trace to the same structural cause already identified across every

incident in this series: enforcement that depended on an assumption, that a vendor’s environment

was properly isolated, that a shared dependency’s prior failure had no bearing on a second party’s

own exposure, rather than on a boundary that tests every action against a declared scope

regardless of how the opportunity to act arose. A Sphere that tests its own admissibility conditions

independently, never trusting a vendor’s or another party’s unverified assurance, does not need to

know whether a misconfiguration or a genuine escape produced the opportunity to act, since neither

produces a valid Warrant on its own.

The seventh seam is different in kind, and stated as what it is rather than forced into a finding the

evidence does not yet support: whether this incident’s own evidentiary record was produced

independently is not something the public record currently allows anyone to determine.

BREACH SEAM RBC / SRI MECHANISM HOW THE SEAM CLOSES

1 The model’s internet access

came from a misconfiguration in

infrastructure operated by a

shared third-party evaluation

vendor, never independently

verified by the lab relying on it.

Bounded Grant, tested by

the Sphere’s own Guardian

A Grant’s admissibility conditions are tested by the

relying Sphere’s own Guardian, never assumed from an

external party’s claim of isolation. Whether a vendor’s

environment is genuinely bounded is never taken on

trust.

2 Detection depended entirely on

the vendor noticing and notifying

the lab; nothing in the lab’s own

architecture checked the model’s

actions independently.

Immediate, boundary-

produced Receipt at

execution

A Receipt exists the instant the Warden enforces,

independent of whether a vendor, or anyone else,

happens to notice a pattern first.

3 No deterministic circuit breaker

stopped the model from acting

once an unintended opportunity

appeared, regardless of whether

that opportunity arose through a

defeated boundary or a

misconfigured one.

Warden, deterministic and

fail-closed

Any action without a valid, unexpired Warrant scoped to

it is denied outright. The mechanism does not need to

know or care how the opportunity to act arose.

4 The model chained two distinct

unauthorized actions, reaching a

network path outside its

sanctioned scope, then finding

and exploiting a genuine

vulnerability, with no re-

authorization checkpoint between

them.

Exhaustible, single-use

Warrant per action

Each step is a distinct action requiring its own admitted

Warrant. Reaching the unintended path and exploiting

the vulnerability each fail independently, not only in

combination.

5 The same vendor and the same

failure mode had already caused

a breach at a separate,

competing lab days earlier;

nothing confirms the second lab’s

own reliance on that vendor was

independently checked before

the second incident.

Sphere sovereignty,

independent Guardian per

relying party

One Sphere’s admission decision never depends on

another Sphere’s, or a shared vendor’s, unverified

assurance. A failure at one relying party provides no

confirmation that another party’s own boundary held.
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6 The affected party, the

vulnerability, and the full extent of

the model’s actions remain

undisclosed at the time of this

analysis.

Boundary-produced

Receipt, independent of

any retrospective narrative

A Receipt recording what happened exists at the

moment of execution. Full scope does not remain

unknown pending an investigation’s conclusion,

because the record was never waiting on one to exist.

7 Whether the lab’s own internal

evidence of the model’s actions

was produced independently of

the model, or reconstructed from

logs the model or its runtime

wrote, cannot be determined

from public reporting.

Not assessable from

currently available material

This seam cannot be honestly closed or left open on the

evidence available. No published technical account yet

exists to confirm how the lab’s own record of the

incident was produced.
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