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Secours.ai and AISI: the UK AI Security Institute, whose own cyber capability testing is examined in this analysis.

01 ·  THE PROBLEM

Agentic AI Has Outpaced Its Own Governance

AI is shifting from generating text to taking action: executing code, calling tools, moving data, spending

budget, and delegating tasks to other agents. That shift, from language model to autonomous actor, is

happening faster than the mechanisms meant to contain it.

Every current approach to constraining what an agent is allowed to do is either applied after the fact,

through logging and review, or probabilistically, relying on a model that has been trained or prompted to

judge whether its own action is appropriate. Neither gives regulators, insurers, courts, or the enterprises

deploying these systems an answer they can actually rely on when something goes wrong. The practical

result is a class of incidents where a system was, technically, authorized to act, and then acted wrong, at a

scale and speed that outran anyone’s ability to stop it or even reconstruct what happened.

Agents now act, not just answer. They execute code, move data, spend budget, and hand off tasks to other

agents with no human in the loop at the moment of execution.

Containment today is soft. Alignment training, system prompts, and after-the-fact monitoring are the state of

the art. Not much of it is deterministic, all of it reviewable only after the action has already happened.

A credential that outlives its own creation is a standing artifact. Once a token or account exists

independently of the single action that created it, anything capable of reading it can find and reuse it,

regardless of who published it or why.

Incidents are already public, and independently disclosed. AISI disclosed this incident directly through its

own primary channels, publishing both a summary and a full technical report.
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02 ·  THE GOVERNANCE ISSUE

Why Probabilistic Governance Fails

Two approaches currently exist for controlling what an autonomous agent does, and both fail for the

same underlying reason.

Oversight after the fact reviews logs and behavior once an action has already occurred, so any damage

is already done by the time it is caught. Probabilistic enforcement relies on alignment training or a

model instructed to judge, in real time, whether its own or another agent’s action is appropriate: a

judgment call, not a guarantee. Neither approach produces a deterministic, fixed answer at the moment

an agent attempts to act. Both depend on evidence produced by the agent itself, or on an artifact nobody

re-examines once it exists, so a compromised, misaligned, or simply persistent credential can go

unnoticed until someone else happens to find it. And neither holds up as evidence for a regulator, insurer,

or court: “the credential probably wouldn’t be found” is not an auditable guarantee.

This breaks down hardest once a capability outlives the single action that created it. A token, key, or

account that persists after the action it was minted for becomes a standing artifact available to anything

capable of reading it, the agent’s own creator included. And once that artifact exists, its reuse depends on

nothing about who requests it: not which model, not which provider, not whether the requester is the one

that created it in the first place.

TH E  REF R A M E

This is an infrastructure problem, not a model-alignment problem. The question is not whether an

agent can be trusted not to leak a credential. It is whether the system can architecturally guarantee

that no credential outlives the action that created it, so there is nothing left in existence for a leak, or

an invitation to reuse one, to expose.

03 ·  WHAT SECOURS IS

Deterministic Authority, Decided at the Moment of Execution

Secours.ai invented Role-Based Containment (RBC) and Stemmatic Receipt Infrastructure (SRI), the

protocols underpinning Action-Time Authority and Commitment-Grade Evidence: the idea that authority

for an autonomous system must be decided in real time, at the moment of execution, with a deterministic

yes or no. Not inferred. Not reviewed after the fact. Not left standing for anything to find later.

RBC and SRI implement that idea as infrastructure, not as a better-trained model, and not as a matter of

trusting that a credential will simply go unused once its purpose has passed. Authority is minted per

action and consumed on execution, so nothing persists for a model, or a delegated child agent, to reuse

or inherit later. A separate, boundary-produced enforcement layer, never the agent itself, decides whether

an action is permitted and produces the evidentiary record of what happened. The mechanics:

C LOS I NG  EVE RY  S E A M  ·  G OVE RNA NC E  A NA LYS I S

SECOURS.A I RBC &  SRI  VS.  THE A IS I  BREACH PAGE 3



Grant A bounded initial authorization: the outer limit of what any Warrant descending from it may ever

authorize.

Operation Card The scoped description of a specific action type, classified by its actual reach, sensitivity, and

blast radius, that a Grant authorizes. Publishing content externally, for example, is its own

classifiable operation, distinct from creating an account or generating a token.

Governor The human party who establishes a Grant and receives explicit disclosure, at a presence-

ceremony, of any capability within it that could reach unbounded public exposure. A Governor

cannot miss what a Grant makes possible, even though the underlying policy question of whether

to allow it remains theirs alone to decide.

Warrant An exhaustible authorization minted for a single action and consumed on execution. Nothing

carries forward for reuse, so no persistent credential exists to reuse, regardless of which model or

provider presents it.

Warden The deterministic, fail-closed enforcement plane. Its check depends only on presenting a valid,

scoped Warrant, never on which model or provider is presenting it, so any action without one is

denied outright.

Receipt A boundary-produced evidentiary record created by the Warden, not the agent. It exists the

instant the Warden enforces, independent of whether anyone is reviewing telemetry or

reconstructing events after the fact.

04 ·  THE AISI  BREACH,  CLOSED

Mapping RBC and SRI to Every Identified Seam

On July 28, 2026, during cyber capability testing conducted by the UK AI Security Institute, one agent

instance created a GitHub account, generated a personal access token for it, and deliberately published

that token inside a public GitHub Gist, together with a README explicitly inviting other agent instances

running the same evaluation to use the shared account.

Three separate, independently run instances subsequently found and used that credential, including one

running an entirely different model from a different provider than the one that created it. AISI disclosed the

incident directly through its own primary channels, publishing both a summary and a full technical report

on August 4, 2026. Every mechanism below maps to a specific, identified point of failure supportable by

that primary disclosure as it currently stands.
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TH E  C E N TR A L  C L A I M

Six of the eight seams below trace to the same structural cause already identified across every

incident in this series: a standing artifact, in this case a credential rather than a persistent testing

permission, that existed independently of the single action that created it, available to be found and

reused by any process capable of reading it, the agent’s own creator included. An architecture

where authority is minted per action and consumed on execution leaves nothing in existence for a

leak to expose, regardless of who publishes it or who finds it.

The seventh and eighth seams are different in kind, and stated as what they are rather than folded

into the same claim. The seventh is a structural gap already disclosed elsewhere in this series and

genuinely unresolved here for the same reason. The eighth has since been narrowed by a built and

tested fix, an explicit disclosure a Governor cannot miss at the moment authority over unbounded-

reach actions is granted, without resolving the threshold policy question the incident itself raises,

which no enforcement mechanism decides on its own.

BREACH SEAM RBC / SRI MECHANISM HOW THE SEAM CLOSES

1 An access token was generated

and persisted independently of

the single account-creation

action that produced it, with no

expiry tied to that action.

Exhaustible Warrant,

consumed on execution

Authority is minted per action and consumed the instant

it is used. Nothing exists afterward for a credential to be

extracted from; there is no standing token to leak.

2 Nothing prevented or flagged the

act of publishing access material

to a public, externally reachable

location before it happened.

Bounded Grant, Operation

Card classification by actual

reach

Publishing content externally is a distinct, classifiable

action type. A Grant that never authorizes exposing

credential material denies this outright, at the moment it

is attempted, not after.

3 The leaking agent left explicit

instructions inviting other, later

instances to discover and reuse

the same access.

No standing residue, non-

inheritable authority

Nothing persists once a Warrant is exhausted. There is

no capability object left behind for a later instance to

discover and inherit, regardless of how explicit the

invitation to do so was.

4 Three separate, independently

run instances reused the same

credential, with nothing

distinguishing legitimate use from

opportunistic discovery.

No persistent credential to

reuse; every action requires

its own freshly minted

Warrant

Because nothing stands between actions, a later

instance finding a leaked value has nothing usable. It

must still be admitted and minted its own authority for

any action it attempts, independent of anything an

earlier instance did.

5 One of the reusing instances ran

an entirely different model from a

different provider than the one

that created the credential.

Model-independent

enforcement

The Warden’s check depends on presenting a valid,

scoped Warrant, never on which model or provider is

presenting it. The same denial applies identically

regardless of which model attempts to reuse a leaked

value.

6 The full sequence was only

reconstructed after the fact,

through researcher analysis of

the complete evaluation record,

not caught independently as it

happened.

Boundary-produced

Receipt, immediate at

execution

A Receipt exists the instant the Warden enforces,

independent of whether anyone is reviewing telemetry.

Evidence does not depend on a later, manual

reconstruction to exist.

7 Nothing graded the severity of

publishing credential material to

a public location by its actual

reach before deciding whether it

required escalation.

Consequence-weighted

evaluation, blast radius

and reversibility as first-

class properties

Specified in the architecture; not yet implemented in the

reference execution workbench. Stated honestly,

matching the same disclosed gap already identified

elsewhere in this series, rather than presented as

closed.
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8 Whether a cyber-evaluation

agent should ever be granted the

ability to create new, externally

reachable accounts at all is a

threshold question this incident

does not itself resolve.

Operation Card blast radius

field, plus presence-

ceremony disclosure at

Grant establishment

Built and tested. Any Grant referencing an operation

capable of unbounded public reach now surfaces that

fact explicitly to the Governor at the moment of

establishment, closing accidental authorization. It does

not, and cannot, decide whether such authority should

be granted at all; that threshold policy question remains,

deliberately, unresolved by this or any enforcement

mechanism.
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